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- _ Fuzzing
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>>> import random; ''.join([chr(random.randint(32, 179))
e for i in range(100)])

ntl @dlcg\' clgXxc/ “&M3!w" k>1Qa2%&" " &y*79101$qgGhFbTy9n-3n+}"gqM7FEPJQ: ?6Xn7gY .? 2\x7fg, +|
Us4n-wxk7a% w?}4aRR?PicZ]hK\'Zy);U-WDTB}[VnnD @[ rk10C\\!s\ 'm#t4nsvDrz>\x7fK| _BA?
1sfZ=(VcS]u;X>x5Kz/<BfpGge#C z8z-pbeNOkgxDIMf1 mT}?2$"57bqT Y#VAI\\Y_/$QNQY%8Buzxd354s6T\
\T&XuLOWjh1d4S]/-NuwXk+1n3%_RJI|S_q6 :: {0yjVIP4(%bTy(.mAQ-":=ms5~w(3'o/_D#1\\h4N>"Db |
vCXWeKZ |v(qj Ci.C+]16VUXEd[*"H"\x7f |[\x7f.+1"sD/zLBElwul~vW~X|Vof?[ JINf8#ouU 6F%D<:"gP-e]-
N.>b@vkU*C+0ChsUdOm}Vx2Ibl.*Jp"CIb}<ByN"/|<Hdt"e{}({  _hpB4x+6+HZDJ .Mh3NB;
hgJF3wKGxx1Jj~zRR>
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. _ Mutating
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n}]™ $cqg\' clgXc/ "&6M3!'w" k>1Qa2%& $ sy*79I01$qgGhFbTy9n-3n+}"gqM7FEPJQ:?6Xn7gY.? 2\x7fg, +|
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1sfZ=(VcS]u;X>x5Kz/« < pGge#C z8z-pbeNOkgxD ! “1"mT < $"57bqT Y#VAI\\Y_/$Ql ! %8Buzxd354s6T\
\T&EXuLOWjh1d4S]/-NuwXk+1n3%_ A |S_q6 :: {0yjVIP4(%bTy( .mAQ-" A 1s5~w(3'!'o/_D#1\\h4N A > |
vCXWeKZ | v(qj Ci.C+]1&8VUXEd[*"H"\x7f|\x7f.+1"sD/zLBElwul~vW~X|Vof?[JINf8#ouU 6F%D<:"gP-e]-
N.>t 1 kUxC+0ChsUdOm}Vx Z >1.%Jp"C} 1 :ByN"/|<Hdt"e{}(- Z hpB4x+6+HZDJ .Mh3N Z
hgJF3wKGxx1Jj~zRR>

e — T~
0,0
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. Fuzzing: The #1 Technique to Detect Vulnerabilities

il A\

Fuzzers are the most effective technique to find bugs

Routinely used in all big tech companies

Mostly "fire-and-forget": One fuzzer rules them all
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- _ The Coverage Glass Ceiling
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« Bias towards common inputs (also a problem with LLMSs)

« Random changes can't synthesize complex structures
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Specifying Inputs:@mma& — Specify a lanquage

(= q set of /‘n/oaz‘5>

.{Xpané ron  rele N on’éer/y//nd/ Sy/yléo/

(expT)

(term)
(factor)
(int)
(digit)

Producer

(expr)

(term) + (expr) | (term) - <(expr) |

(term) =* (factor) | (term) / (factor actor)

+ (factor) | - (factor) | ( (expr) ) | (int) | {(int) . (int)
(digit) (int) | (digit)

@|1|2|3|4|5|6|7|8|@{

Terrunal S yméo/



. _ Grammars as Producers
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(start) ::= (expr)

(expr) = (term) + (expr) | (term) - <(expr) | (term)

(term) = (term) =* (factor) | (term) / <(factor) | (factor)
(factor) = + (factor) | - (factor) | ( {(expr) ) | {(int) | {(int) . {(int)
(int) = (digit) <(int) | (digit)

(digit) :::=0 | 2213451617181 0F9

<

it/

Producer

Nikolas Havrikov and Andreas Zeller. Systematically Covering Input Structure. ASE 2019.
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(start) ::= (expr)

8 (start)
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Nikolas Havrikov and Andreas Zeller. Systematically Covering Input Structure. ASE 2019.
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(start) ::= (expr)

8 (start)

Producer

Nikolas Havrikov and Andreas Zeller. Systematically Covering Input Structure. ASE 2019.



.~ Grammars as Producers
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(expr) = (term) - (expr)

<

(expr)

it/

Producer

Nikolas Havrikov and Andreas Zeller. Systematically Covering Input Structure. ASE 2019.



-, . Grammars as Producers
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-, . Grammars as Producers
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-, . Grammars as Producers

(factor) ::= (int) . (int)

gint) . (int) - (expr)
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-, . Grammars as Producers
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-, . Grammars as Producers
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-, . Grammars as Producers

(digit) = 8

8. (digit) - (expr)

it/
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-, . Grammars as Producers

/‘I

(digit)  ::= 2

<

8.2 - (expr)

it/

Producer

Nikolas Havrikov and Andreas Zeller. Systematically Covering Input Structure. ASE 2019.
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l Grammars as Producers

(start) = (expr)

(expr) = (term) + (expr) | (term) - <(expr) | (term)

(term) = (term) =% (factor) | (term) / (factor) | (factor)
(factor) = + (factor) | - (factor) | ( {(expr) ) | {(int) | {(int) . {(int)
(int) = (digit) <(int) | (digit)

(digit) =0 |l 112131415161 71812F9

8.2 - 79 - -9 / +((+9 * --J + ——+—+—((—1 *

Grammars are common and well-understood specification method

Turning a grammar into a producer is a simple task

LangFuzz (2012) found 2,600+ JavaScript bugs this way

ut Structure. ASE 2019.



. Grammars do not suffice

Syntax (start) = (expr)
Grammar (expr) = (term) + (expr) | (term) - (expr) | (term)
(term) = (term) * (factor) | (term) / (factor) | (factor)
(factor) = + (factor) | - (factor) | ( (expr) ) | (int) | (int) . {(int)
(int) = (digit) (int) | (digit)
(digit) =0l 1234561718129

How do you express semantic properties such as
* "The number should be between 50 and 100"
* "The length should be at least 1024 characters"

* (For binary inputs) "The (checksum) should be the checksum over {(payload) "

 (For code) "Any (identifier) must be declared before it is used"
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/;Vlr_anguage—Based Software Testing

Fast Parameterized Preprocessing for
Polynomial-Time Solvableé!Graph Problems —

A Small Clue Made of Fragmented P‘iecésr

DOI:10.1145/3631520

Constraints over grammar elements can make
test generation easier than ever.

‘ BY DOMINIC STEINHOFEL AND ANDREAS ZELLER

Language-
Based
oftware
Testing

SOFTWARE TESTING CONTINUES to be the number
one technique to satisfy safety, security, and privacy

outputs, relate these to the inputs,
and thus explore and check its func-
tionality. This task faces two long-
standing challenges.

First, there is the input generation
problem: How can a bot create inputs
that reliably cover functionality? Ran-
dom system input generators (“fuzz-
ers”?) easily detect issues and vulner-
abilities in input processing of arbitrary
programs. However, creating valid
inputs and interactions that reliably
reach code beyond input processing is
still a challenge for which test genera-
tors require human assistance—either
through input specifications®>10%23
or a comprehensive population of di-
verse input samples that cover behav-
ior.3,17,19,27

One might assume that large lan-
guage models (LLMs) might alleviate
this problem. Couldn’t a bot learn
how to interact with software from
examples or documentation? Or what
makes a valid input? The problem is
that to find bugs, one needs valid but
also uncommon inputs—namely,
those that trigger less common (and
less tested) behavior. LLMs may help
find common (and thus valid) in-
puts—but by construction, they will
not find uncommon inputs.

The second challenge is the long-
standing test oracle problem: How
can a bot check the outputs of a sys-
tem? All test generators and fuzzers
assume some oracle that checks for

correctness—by default, a generic,
1mnlicit oracle detectino illeoal or 1111-



\
)

Specifying Languages

%

Syntax | (start) = (expr)
Grammar (expr) = (term) + (expr) | (term) - (expr) | (term)
(term) = (term) * (factor) | (term) / (factor) | (factor)
(factor) = + (factor) | - (factor) | ( (expr) ) | (int) | (int) . {(int)
(int) = (digit) (int) | (digit)
(digit) =0l 1234561718129

Constraints

Semantics | len((start)) == 10
eval( (start)) >= 100
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Syntax

Grammar

Semantics

Constraints

{ " . Specifying Languages

(start) = (expr)

(expr) = (term) + (expr) | (term) - <(expr) | (term)

(term) = (term) * (factor) | (term) / (factor) | (factor)
(factor) = + (factor) | - (factor) | ( (expr) ) | (int) | (int) . {(int)
(int) = (digit) (int) | (digit)

(digit) =0l 1234561718129

len( (start) ) == 10
eval( (start)) >= 100

» Solves constraints symbolically to produce correct inputs

« Constraints are SMT-LIB functions over nonterminals

qs « Powerful, but slow and inflexible
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. Specifying Languages

/)

Syntax | (start) = (expr)
Grammar (expr) = (term) + (expr) | (term) - (expr) | (term)
(term) = (term) * (factor) | (term) / (factor) | (factor)
(factor) = + (factor) | - (factor) | ( (expr) ) | (int) | (int) . {(int)
(int) = (digit) (int) | (digit)
(digit) =0l 1234561718129

Semantics | len(({start)) == 10
Constraints eval((start)) >= 100

W fandange




Specifying Languages with 'i'FM"W

Syntax (start) = (expr)
Grammar (expr) = (term) + (expr) | (term) - (expr) | (term)
(term) = (term) * (factor) | (term) / (factor) | (factor)
(factor) = + (factor) | - (factor) | ( (expr) ) | (int) | (int) . {(int)
(int) = (digit) (int) | (digit)
(digit) =0l 1234561718129

Semantics | len((start)) == 10

Fandango uses evolutionary testing to quickly solve constraints

Produces hundreds of valid inputs per second

Unbounded expressiveness of constraints

33



... How 3¢ fandange works - Initial population

(start) = (expr)

(expr) = (term) + (expr) | (term) - <(expr) | (term)

(term) = (term) = (factor) | (term) / (factor) | (factor)
(factor) = + (factor) | - (factor) | ( (expr) ) | (int) | (int) . {(int)
(int) = (digit) (int) | (digit)

(digit) =0 | 11213145161 7]8]29

79 + 7 * -3 811 % (-23 + 4) -43679.33 8.3

2 + 2 -345 + 080 34578 - (@3 - 34798 / 79)

33 / 47.9 5 9023 / (3 + (+4 * 23)) -20

34



“... How 3¢ fundinge works - Elite selection

(start) = (expr)

(expr) = (term) + (expr) | (term) - <(expr) | (term)

(term) = (term) = (factor) | (term) / (factor) | (factor)

(factor) = + (factor) | - (factor) | ( (expr) ) | (int) | (int) . {(int)

(int) = (digit) (int) | (digit)

(digit) =0 |l 1123|4561 7] 8]29

79 + 7 * -3 811 % (-23 + 4) 43679.33 8.3 len((start)) _- 10
2 + 2 -345 + 080 34578 - (@3 - 34798 / 79)

33 / 47.9 5 9023 / (3 + (+4 % 23)) o  eval((start)) >= 100

55



... How ¢ fusdange works — Crossover

(start) = (expr)

(expr) = (term) + (expr) | (term) - <(expr) | (term)

(term) = (term) = (factor) | (term) / (factor) | (factor)
(factor) = + (factor) | - (factor) | ( (expr) ) | (int) | (int) . {(int)
(int) = (digit) (int) | (digit)

(digit) =0 |l 112131415161 71]1810F9

v

79 + 7 %+ -3 811 x (-23 + 4)
34578 - (@3 - 34798 / 79)
9023 / (3 + (+4 * 23))

36



... How ¢ fusdange works — Crossover

(start) = (expr)

(expr) = (term) + (expr) | (term) - <(expr) | (term)

(term) = (term) = (factor) | (term) / (factor) | (factor)
(factor) = + (factor) | - (factor) | ( (expr) ) | (int) | (int) . {(int)
(int) = (digit) (int) | (digit)

(digit) =0 |l 112131415161 71]1810F9

v

79 + 7 x -3 811 % (-23 + 4) (-23 + 4) % (34798 / 79)
34578 - (03 - 34798 / 79)
9023 / (3 + (+4 * 23))

37



... How J# fusdange works - Mutation

(start) = (expr)

(expr) = (term) + (expr) | (term) - <(expr) | (term)

(term) = (term) = (factor) | (term) / (factor) | (factor)
(factor) = + (factor) | - (factor) | ( (expr) ) | (int) | (int) . {(int)
(int) = (digit) (int) | (digit)

(digit) =0 |l 112131415161 71]1810F9

v

79 + 7 x -3 811 % (-23 + 4) (-23 + 4) % (34798 / 79)
34578 - (03 - 34798 / 79)
9023 / (3 + (+4 * 23))

38



... How J# fusdange works - Mutation

(start) = (expr)

(expr) = (term) + (expr) | (term) - <(expr) | (term)

(term) = (term) = (factor) | (term) / (factor) | (factor)
(factor) = + (factor) | - (factor) | ( (expr) ) | (int) | (int) . {(int)
(int) = (digit) (int) | (digit)

(digit) =0 |l 112131415161 71]1810F9

v

79 + 7 x =3 811 * (-23 + 4) (-23 + 4) % (34798 / 79)
34578 - (@3 - 34798 / 79)
(-79 - 529) / (3 + (+4 * 23))

39



“... How 3¢ fundinge works - Evolution

(start) = (expr)

(expr) = (term) + (expr) | (term) - <(expr) | (term)

(term) = (term) = (factor) | (term) / (factor) | (factor)

(factor) = + (factor) | - (factor) | ( (expr) ) | (int) | (int) . {(int)

(int) = (digit) (int) | (digit)

(digit) =0l 112131415161 71819 Elite Selection
Crossover
Mutation

v

79 + 7 x -3 811 * (-23 + 4) (-23 + 4) % (34798 / 79)
34578 - (@03 - -56) 34578 - (@03 - 34798 / 79)
34578 - 811 * -3 (-79 - 529) / (3 + (+4 % 23))

40



.. How %Fmga works - Solution

(start) = (expr)

(expr) = (term) + (expr) | (term) - <(expr) | (term)

(term) = (term) = (factor) | (term) / (factor) | (factor)
(factor) = + (factor) | - (factor) | ( (expr) ) | (int) | (int) . {(int)
(int) = (digit) (int) | (digit)

(digit) =0 |l 112131415161 71]1810F9

I len( (start)) == 10 V

/79 + 7 x 3 eval( (start)) >= 100 V

41



Evaluation of -ﬁFWgo

Subject

csv 1.0

(PYTHON csv)

reST 0.21.2
(PYTHON docutils)
ScriptSizeC 0.9.28rc
(PYTHON tccbox)
TAR 3.5.3

(bsdfn r,\

XML 1.3.0
(PYTHON xml)

42

Tool

FANDANGO
[SLa
FANDANGO
[SLa
FANDANGO
[SLa
FANDANGO
[SLa
FANDANGO
[SLa

1791.56
2.06
814.58
8.18
141.75
6.85
13.33
0.28
71.66
2.38

#Inputs DPrecision
per second

100.00%
100.00%
100.00%
100.00%
100.00%
100.00%
100.00%
100.00%
100.00%
100.00%

Coverage
4-path
100.00%
100.00%

100.00%
95.13%
100.00%
55.67%
100.00%
87.42%
100.00%
90.50%

Speedup
866X
100X

21X
48X

31X

Mean
length
10.49
1212.33
12.18
31.96
23.75
29.05
2048.00
4025.03
21.38
45.10

Median

length
12.00
837.00
10.00
32.00
24.00
30.00
2048.00
4096.00
23.00
49.00



-, . An XML statement

43

<?xml version="1.0" encoding="windows-1251"?>
<hash>cbbceebacec2befcbafebcff</hash>
<statement>
<info>
<currency>USD</currency>
<stmt_date>1729104800</stmt_date>
<amount>5000</amount>
</info>
<sender>
<name>THOMAS DAVIS</name>
<account _no>8832374078351086664316</account_no>
<bank_key>69567</bank_key>
<start _balance>8000</start balance>
<end_balance>3000</end _balance>
</ sender>
<receilver>
<name>SARAH BROWN</name>
<account no>4018331120877879861280</account_no>
<bank_key>12333</bank_key>
<start balance>0</start balance>
<end_balance>5000</end_balance>
</receiver>
</statement>



-, . An XML attack

44

<?xml version="1.0" encoding="windows-1251"?>
<hash>cbbceebacec2befcbafebcff</hash>
<statement>
<info>
<currency>USD</currency>
<stmt_date>1729104800</stmt_date>
<amount>5000</amount>
</info>
<sender>
<name>A LONG NAME THAT CAUSES A BUFFER OVERFLOW .
<account _no>8832374078351086664316</account_no>
<bank_key>69567</bank_key>
<start _balance>8000</start balance>
<end_balance>3000</end _balance>
</ sender>
<recelver>
<name>SARAH BROWN</name>
<account no>4018331120877879861280</account_no>
<bank_key>12333</bank_key>
<start balance>0</start balance>
<end_balance>5000</end_balance>
</receiver>
</statement>



;‘”’ <?xml version="1.0" encoding="windows-1251"?>
S An XML attack <hash>cbbceebacec2befcbafebcff</hash>
<statement>
<info>
<currency>'); DROP TABLE CUSTOMERS; --</currency
<stmt_date>1729104800</stmt_date>
<amount>5000</amount>
</info>
<sender>
<name>A LONG NAME THAT CAUSES A BUFFER OVERFLOW
<account _no>8832374078351086664316</account_no>
<bank_key>69567</bank_key>
<start _balance>8000</start balance>
<end_balance>3000</end _balance>
</ sender>
<recelver>
<name>SARAH BROWN</name>
<account no>4018331120877879861280</account_no>
<bank_key>12333</bank_key>
<start balance>0</start balance>
<end_balance>5000</end_balance>
</receiver>
P </statement>



:*”’ <?xml version="1.0" encoding="windows-1251"?>
S An XML attack <hash>cbbceebacec2befcbhafebcff</hash>
<statement>
<info>
<currency>'); DROP TABLE CUSTOMERS; --</currency
<stmt_date>1729104800</stmt_date>
<amount>5000</amount>
</info>
<sender>
<name>A LONG NAME THAT CAUSES A BUFFER OVERFLOW .
<account _no>8832374078351086664316</account_no>
<bank_key>69567</bank_key>
<start _balance>NaN</start balance>
<end _balance>NaN</end _balance>
</ sender>
<receilver>
<name>SARAH BROWN</name>
<account no>4018331120877879861280</account_no>
<bank_key>12333</bank_key>
<start balance>0</start balance>
<end_balance>5000</end_balance>
</receiver>
s </statement>



-, . XML Constraints

BR-C0-13: (ram:TaxBasisTotalAmount = ram:LineTotalAmount -

ram:AllowanceTotalAmount + ram:ChargeTotalAmount) or
((ram:TaxBasisTotalAmount = ram:LineTotalAmount -

ram:AllowanceTotalAmount) and not (ram:ChargeTotalAmount)) or
((ram:TaxBasisTotalAmount = ram:LineTotalAmount +

ram:ChargeTotalAmount) and not (ram:AllowanceTotalAmount)) or
((ram:TaxBasisTotalAmount = ram:LineTotalAmount) and not
(ram:ChargeTotalAmount) and not (ram:AllowanceTotalAmount))

BR-CO-13: Der Inhalt des Elementes ,Invoice total amount without
VAT* (BT-109) entspricht der Summe aller Inhalte der Elemente ,,Invoice line
net amount® (BT-131) abziiglich der Summe aller in der Rechnung enthaltenen
Nachlasse der Dokumentenebene ,,Sum of allowances on document
level* (BT-107) zuziiglich der Summe aller in der Rechnung enthaltenen Abga-
ben der Dokumentenebene ,,Sum of charges on document level* (BT-108).

« XML has constraints that protect against invalid data

 But what if you can solve these constraints as we do?

47
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-, . Example: XRechnung

Theodor Est

Bahnstr. 42

88802 Spielkreis

Kundennummer:2

Rechnung # RE-20151008/504Won 08402015
Leistungsdatum 07.10.2015

Menge Produkt ust Preis Gesamtbetrag

1,00 Kinstlerische Gestaltung 1% 160,00€ 160,00 €
(Stunde)

400,00, |Luftbalion Bunt'ea. SO0mI 19% D79€ 316.00€

200,00 V|HeigeLuft pro Liteg 19% 0,10 € 20,00

Nettobetrag: 496,00 €

zuziglich Umsatzsteuer

USt Saz Netioprels Ust-Betrag
7% 165000€ 120€
159% 3300 €3p4¢

USt. Gesamt:|75,04 €
Gesamtbetrag: 571,04 €

Bitte Uberweisen Sie bis zum 29.10.2015.

Powered by GnuAccounting
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» Standard for electronic invoices

» 180 data fields

« Official test suite has 60 handwritten XML invoices
* None of these test for uncommon values

« Becomes mandatory in 2025

« What could possibly go wrong?



. . Our Solution: Selling Test Data

~ inputlab



. . Our Solution: Selling Test Data

— inputlab

« Creates and sells synthetic test data (in bulk and to measure)

« GDPR-compliant, privacy-friendly

» Focus on XML and other schema-based formats



Die InputLoop. \Wie wir zusammen lhre Systeme verbessern.

Format- Onboarding The Input
screening Loop
Testdaten Spezifikationen
Unsere Leistungen Verfeinerungen Anforderungen

Erweiterte Checks Anwendungsfalle

* Screening: Analyse lhres Testbedarfs und
Ihrer Datenformate.

* Onboarding: Von 0 auf 100 bei der
Integration von Testdaten.

* Kontinuierliche Updates in der Input
Loop: Weitere Testdaten, Verfeinerungen,
Angebot erweiterter Analysen.

Ihr Entwicklungsteam

—HDUAE]

\



Roadmap

800k<€ for
Spin-Off

Pilot
Customers

European
Expansion

Series A

800k<€ for
Start-Up




. " The two Shades of Testing

Test against implementation

Program

Program

Tester

Test against specification
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. Blackbox Testing with 3t Fandange

Syntax | (start) = (expr)
Grammar (expr) = (term) + (expr) | (term) - (expr) | (term)
(term) = (term) * (factor) | (term) / (factor) | (factor)
(factor) = + (factor) | - (factor) | ( (expr) ) | (int) | (int) . {(int)
(int) = (digit) (int) | (digit)
(digit) =0l 1234561718129

Constraints

Semantics | len((start)) == 10
eval( (start)) >= 100

s e b’ale
Catarile
at'e seta
‘..."‘.' o
_.‘....."
e s
4.'.I.
Srent Noat’,
O N I
catth W
A% a" e
DA™

. -
S

Testing Monitoring

European Research Coundl
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Whitebox Testing with %FMW

Syntax | (start) ::= (byte)=*

Grammar \
 Mutations at the byte level

/ « Evolve population until target reached

coverage( (start), "myprogram.exe") >= 0.70

Semantics

Constraints

NI
Sremaes
cr o pte salh
veagragt,
MR
e s
L)
Srent Noat’,
O NI
caste el
LA

o3 .

European Research Coundl
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Whitebox + Blackbox Testing with 3¢ fundisnge

Syntax | (start) ::= (chunk)*
Grammar | (chunk) ::= (length) (content)
7T he rore ol énoa) ) the betler the Zest 38/78/‘@? or
Semantics | uint16((length)) == len(content)

Constraints

coverage( (start), "myprogram.exe") >= 0.70

v o o -

12 "o oF

Testing Monitoring
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. " The two Shades of Testing

Test against implementation

Program

Program

Tester

Test against specification
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.’ Fifty Shades of Greybox Fuzzing

Test against implementation

Program

Tester

Test against specification
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*,... Ongoing ¥ fardarge works

« Compilation - compile a Fandango spec into code, get another 10-100x speedup

« Monitoring - use grammar for parsing inputs, check syntax + semantics

« Binary formats - specify and test complex formats such as SSL or MP4

* Protocol testing — specify and test client/server interactions such as TLS

« Security testing — inject malicious payloads all over the place

« Execution features - ask for some code to be reached or a loop to be taken

- Statistical distributions — ask for test data to be specifically distributed

« Standard library - for hashes, encodings, and other frequently needed functions

« Constraint solving - integrate symbolic constraint solver for chaotic search spaces

« AFL-style fuzzing — use execution features (coverage, branch distance) as fitness

« and many more...
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- The Fuzzing Book

/4|\\

i v fuzzingbook.org @

= The Fuzzing Book « i= About this Book ~ & Resources « ® Share « © Help «

The Fuzzing Book

Tools and Techniques for Generating Software Tests
by Andreas Zeller, Rahul Gopinath, Marcel Bohme, Gordon Fraser, and Christian Holler

About this Book

Welcome to "The Fuzzing Book™ Software has bugs, and catching bugs can invelve lots of effort. This book addresses this problem by
automating software testing, specifically by generating tests automatically. Recent years have seen the development of novel techniques that lead

to dramatic improvements in test generatien and software testing. They now are mature enough to be assembled in a book - even with
executable code.

fron bookutils import YouTubeVideo
YouTubevideo( *wsusSgCaPlmg®)

Generating S

g‘hre Tests
60 Breaking Software for Fun
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“: Fuzzing: The #1 Technique to Detect Vulnerabilities

Fuzzers are the most effective technique to find bugs

Routinely used in all big tech companies

Mostly "fire-and-forget": One fuzzer rules them all

X

Specifying Languages with *FM

Syntax

Grammar

Semantics

(start) ::= (expr)

(expr) ::= (term) + (expr) | (term) - (expr) | (term)

(term) ::= (term) = (factor) | (term) / (factor) | (factor)
(factor) ::= + (factor) | - (factor) | ( (expr) ) | {(int) | (int) .
(int) ::= (digit) (int) | (digit)

(digit) ::=@ | 2 | 23145678129

len( (start)) == 10

Fandango uses evolutionary testing to quickly solve constraints

Produces hundreds of valid inputs per second

Unbounded expressiveness of constraints

andreas-zeller.info

(int)

=
Yo, 1\

v

~ Grammars as Producers

(start) ::= (expr)

(expr) = (term) + (expr) | (term) - <(expr) | (term)

(term) = (term) * (factor) | (term) / (factor) | (factor)
(factor) = + (factor) | - (factor) | ( (expr) ) | (int) | {(int) . (int)
(int) = (digit) (int) | (digit)

(digit) 0l 112131415161 718109

8.2 - 79 - -9 / +((+9 * --2 + --+-+-((-1 *

Grammars are common and well-understood specification method

Turning a grammar into a producer is a simple task

LangFuzz (2012) found 2,600+ JavaScript bugs this way

Sller. Systematically Covering Input Structure. ASE 2019.

.. Ongoing 2 fandargs works

« Compilation — compile a Fandango spec into code, get another 10-100x speedup

« Monitoring — use grammar for parsing inputs, check syntax + semantics

« Binary formats - specify and test complex formats such as SSL or MP4

* Protocol testing — specify and test client/server interactions such as TLS

- Security testing - inject malicious payloads all over the place

- Execution features — ask for some code to be reached or a loop to be taken

- Statistical distributions — ask for test data to be specifically distributed

« Standard library - for hashes, encodings, and other frequently needed functions

« Constraint solving - integrate symbolic constraint solver for chaotic search spaces

« AFL-style fuzzing — use execution features (coverage, branch distance) as fitness

3 Fandango 3




